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Things to Discuss

• 2016 – 2019 Work plan progress

• Azara Update

• Security Assessments – LCPA and Health Centers

• EHR Transitions 

• PCMH Updates and changes

• 2019 – 2022 Grant Goals and Objectives 



2016 – 2019 
Work Plan 
Updates



Health Centers that 
still need to submit 

survey:
Rapides
CASSE
NOELA

Iberia
Catahoula
Jefferson

Health Centers that 
still need to submit 

missing data:
Crescent Care

Survey not started

Survey started 

See Brandi for more details



Focus Area A
HIT Implementation and Meaningful Use
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Focus Area Objective Baseline Num/Dem Current Goal 

A1

Certified EMR 

Adoption and 

Implementation

Increase the % of 

PHC’s with an ONC-

certified EMR

100% 33/33 100% 100%

A2*
Advance

Meaningful Use

Increase the % of 

providers at PHC’s 

receiving MU incentive 

payments from CMS

52%
141/347

135/254

41%

49%

75%

Only 26 of 33 PHCs reported

* 2019 HCCN Member Survey



Focus Area B
Data and Quality Reporting 
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Focus Area Objective Baseline Num/Dem Current Goal 

B1* Data Quality

Increase % of PHCs that 

extract EMR data to report 

UDS CQMs for ALL 

patients

35%

19/31

22/26

61%

85%

100%

B2*

Health Center 

and Site Level

Data Reporting

Increase % of PHCs 

generating QI reports at 

site and clinical team level

74%

25/31

24/26

81%

92%

100%

B3*
Health Data 

Integration

Increase % of PHCs that 

integrate data from 

different service types

58%

27/31

21/26

87%

81%

85%

* 2019 HCCN Member Survey



Focus Area C
HIE and Population Health Management
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Focus Area Objective Baseline Num/Dem Current Goal 

C1*

Health 

Information

Exchange

Increase % of 

PHCs with 

communicating to 

HIEs

45%

22/31

11/26

71%

42%

90%

C2*

Population 

Health 

Management

Increase % of

PHCs using HIEs 

for pop health 

mgmt

26%

14/31

17/26

45%

65%

90%

Examples by health centers include:  admit notifications, provider 

communication via the portal to external physicians, communication with 

LINKS via LAHIE, EHR secure faxes 

Broader than just HIE, see below for 

examples

* 2019 HCCN Member Survey



Focus Area D
Quality Improvement and Patient Centered Medical Home
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Focus Area Objective Baseline Num/Dem Current Goal

D1**
Clinical Quality

Improvement

Increase % of PHCs that meet 

or exceed HP2020 goals on 

5/8 UDS CQMs

0% 1/33 3% 50%

D2**

Operational 

Quality

Improvement

Increase % of PHCs that 

improved value, efficiency, 

and/or effectiveness of service 

35%

26/31

32/33

84%

97%

90%

D3***
Advance 

PCMH Status

Increase % of PHC sites that 

have current PCMH 

recognition

56%
93/104

90/114

89%

80%

80%

Received at 

least (1) 

HRSA QIA

** 2017 HRSA Quality Improvement Awards

*** LPCA PCHM tracking  



Azara Update



Overview of Current State
Azara DRVS in LA HCCN

Louisiana Primary Care Association 10

28 Participating Health Centers in DRVS Implementation 

20 Live or Adoption Phase

5 On Hold – Greenway

3 Standby



Overview of Current State cont
Azara DRVS in LA HCCN
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Live Health Centers (20):

Access Health Louisiana

Caresouth

Common Ground

Daughters of Charity

David Raines

Delhi

Excelth Inc

Morehouse

NOELA

Open Health

Out-Patient Medical Center

Primary Health Services Center

RKM

Southeast Community

SWLA

Start

Jefferson

Trinity

Tensas

Iberia Comprehensive

Hold (GreenWay):

Priority Health

Innis Community Health Center

St. Gabriel Health

Southwest La. Primary Health 

Care Center, Inc

Other:

Teche

Casse

Baton Rouge Primary Care



DRVS Module Rollout
Adding value to the Network
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Referral Management Module
LPCA has agreed to rollout Azara DRVS referral module for all participating Health Centers. 

LPCA will cover module implementation fees for participating health centers. Health Centers implementing the referral module will 

be responsible for $4,000 annual subscription which is in addition to current DRVS subscription fees*

Payer integration
LPCA will cover Payer integration fees $25,000/Payer. Health Centers subscribing to payer data will be responsible for 

annual subscription which in addition to current DRVS subscription fees.*

Annual Subscription Fees (per payer, per CHC) based on annual encounters

Fit/FOBT 

Social Determinants of Health SDOH
LPCA evaluating association rollout of SDOH module at $1,200 per center

• Referral Modules implemented prior to 7/31/19 may have Year 1 subscription fee support via HRSA HCCN grant dollars

• Payor Integrations implemented prior to 7/31/20: partial subscription fee support may be available via HRSA HCCN grant 

carry-over dollars



LPCA 
Security 

Assessment



Assessment Process
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LPCA & FQHCs

1

2

3

4

5

6

7 Reporting

Discovery

Vulnerability 
Scanning

Validation

Remediation

Engagement 
Planning

Threat 
Modeling



Security Audit/Assessment 
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Components

Password Audit and Review of 

Passwords 

Documentation

• Information security policies

• Hardware / Software Inventory 

User Access and Permissions

• Active accounts in all practice 

systems

• Access rights / permissions of 

active users

Data Protection

• Secure storage and 

transmission

Employee Awareness Training  

Secure Infrastructure

• Malware defense

• Backups / Disaster Recovery

• Secure access to external 

services

• OS and application patch 

management



Security Audit/Assessment 
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Status 

Completed Risk Assessments

• Louisiana Primary Care 

Association

Current Risk Assessments

• Care South

• St. Gabriel 

Pending Risk Assessments

• Iberia Comprehensive

Primary Health Services Center

Declined Risk Assessments

• Daughters of Charity



Health Center 
Security 

Assessments



Strategic Recommendations
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LPCA Overview

• Draft a Written Information Security Policy - This is critical, as it will serve as a framework for all further security 

improvements to the organization.

• Implement MultiFactor Authentication - Cloud based systems contain the vast majority of data critical to the 

organization, and this data can be accessed by anyone around the world with the right username and password. Extra 

effort should be made to protect these world-facing systems.

• Strengthen Password Policies - Consider guidance from NIST in upgrading password policies to better deal with 

current threats to passwords.

• Control Administrative Access - Where feasible, remove user administrative access to workstations. Where 

necessary, provide this access on a limited basis and audit that access.

• Depreciate Legacy Protocols - Protocols such as SMBv1, LLMNR, and NetBIOS have numerous, proven methods of 

exploitation and should be depreciated in favor of newer, more secure protocols.

• Implement a Security Awareness Program - Your employees are your first line of defense, and they are also one of 

the most frequently targeted parts of your organization. Provide them with the tools and training needed to identify 

threats to the organization.



GENINF.COM • 225.767.7670

• At a minimum, any external facing service logins (Email, cloud file sharing, HR) should be secured 

with a second layer of authentication.

• Serves as a great line of defense to phishing attacks that we are seeing today.  If a password gets 

compromised, we still have a second layer of authentication keeping an attacker from internal data.

• Likely similar in use to what you have seen implemented by banks and financial institutions.

• Accomplished in different ways: 

• SMS Text Based (Less secure than other methods, but is better than no MFA at all

• Mobile Authentication App

• Deny access to resources based on location



GENINF.COM • 225.767.7670

• Of all discovered passwords, only one 

was less than 8 characters

• 12% of passwords had the organizations 

name in the password

• Of those passwords, half had a year in the 

password



GENINF.COM • 225.767.7670

• Train users to switch from passwords to passphrases.  A passphrase is longer than a 

password (ideally 12-15 characters) and is generally a phrase or short sentence that is 

unique or personal to you.

• Do not arbitrarily force password changes, however, passwords should be changed if 

there is evidence that the password has been compromised.

• Focus on length of passwords, rather than the amount of complex characters.  A 

password with more characters that is easier to remember by the owner is ultimately 

more secure and beneficial than a shorter password with more character sets.

• In addition to improving on passwords themselves, look at other password technologies, 

such as MultiFactor Authentication and password managers, to help improve password 

use.



EHR Transitions



EHR Sunsets
HCCN PHCs Effected
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Health Center Current EHR New EHR Go Live Date

Southeast EHS ? ?

Healthcare Homeless EHS Epic Dec 2019

Iberia EHS ? ?

Excelth EHS ? Fall 2020

St Gabriel EHS Intergy Live 

Priority EHS Decision by June ?

St Thomas EHS Intergy ?

Innis EHS Athena or eCW ?

Daughters EHS ? ?

Baton Rouge Collab EHS Athena, eCW, Intergy, Epic ?

Outpatient EHS eCW, Athena, NextGen ?

Rapides EHS ? ?

Southwest Primary eCW/EHS Trying to move to ALL eCW ?

RKM WinMed WinMed 4.0 Live 

Tensas WinMed ? ?

Winn WinMed eCW, Athena July 2019

Teche CompUGroup Epic? ?



EHR RFP/RFI
Strategy 
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Open Discussion



PCMH 
Updates and 

Changes



2017 Standards Recognition
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2017 Standards Format
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Recognition Process
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Three Part Recognition Process
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Succeed—Annual Reporting 
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Succeed—Annual Reporting 
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Q-PASS system
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Check-In Process
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2017 Distinction Modules
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Distinction Benefits
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• Practice opportunity to show excellence to patients, payers and partners 
that your practice has the right resources, evidence-based protocols, 
standardized tools and quality measures to support patient needs

• Improve outcomes. Distinction results in an enhanced level of care and 
improved access, clinical outcomes and patient experience.

• Deliver whole-person care. Distinction helps practices provide 
comprehensive care that acknowledges patients’ behavioral health needs 
beyond the core requirements of NCQA PCMH recognition



Distinction Eligibility
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• Practices in the process of earning NCQA PCMH recognition
• Practices that have earned NCQA PCMH recognition and are seeking 

NCQA Distinction during Annual Reporting
• Distinction can be completed during PCMH recognition process for 

no additional charge, or it can be added after a practice has earned 
PCMH recognition for a fee

• If completed other than during PCMH recognition: The pricing for 
Distinction is 50% of the initial per-clinician fee paid by the practice 
for recognition



Behavioral Health Integration 
Distinction Module
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eCQM Distinction Module
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Azara DRVS PCMH Pre-
validation

~Credit Summary
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Azara DRVS PCMH Pre-validation
~Concept and Criteria Summary
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Azara DRVS PCMH Pre-validation
~Criteria Detail
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Azara DRVS PCMH Pre-validation
~Reference 
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Azara DRVS PCMH Pre-validation
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Azara DRVS PCMH Pre-validation
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Azara DRVS PCMH Core Measures 
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Azara DRVS PCMH Preventive Measures 
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Azara DRVS PCMH Preventive Measures 
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Azara Depression Screening & Follow-Up Plan
(NQF 0418)—Numerator Logic Changes

A PHQ-9 that is administered in response to a positive PHQ-2 and is also positive is no longer 
considered as meeting the measurement standard for follow-up. In prior years, a PHQ-9, even 
when positive, was considered as follow-up to a positive PHQ-2.

48



2019 PCMH Quality Awards
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https://bphc.hrsa.gov/program-
opportunities/funding-opportunities/pcmh

https://bphc.hrsa.gov/program-opportunities/funding-opportunities/pcmh


2019 – 2022 
HCCN Grant 

Goals/Objectives



HCCN 2019 – 2022 Goals and Objectives

Goal A: Enhance the patient and provider experience

51

Objective A1: Patient Access – Baseline 3%;Goal 25%
Focus: Patient Portal Usage
Increase the percentage of PHCs using health IT to facilitate patients’ access to their personal health 
information (e.g., patient history, test results, shared electronic care plans, self-management tools). 

Objective A2: Patient Engagement – Baseline 0%; Goal 25%
Focus:  Patients using digital tools between appointments
Increase the percentage of PHCs improving patient engagement with their health care team by 
advancing health IT and training

Objective A3: Provider Burden – Baseline 0%; Goal 50%
Focus: Improved Provider satisfaction via HIT-focused intervention
Increase the percentage of PHCs that improve health IT usability to minimize provider burden 
training



HCCN 2019 – 2022 Goals and Objectives

Goal B:  Advance Interoperability
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Objective B1: Data Protection – Baseline 42%; Goal 75%
Focus: Breach Mitigation and Risk
Increase the percentage of PHCs that have completed a security risk analysis and have a breach 
mitigation and response plan

Objective B2: HIE – Baseline 45%; Goal 75%
Focus:  Transmitting summary of care records externally
Increase the percentage of PHCs that leverage HIE to meet HL7 standards or ONC Interoperability 
Standards Advisory and shared information securely with other key providers and health systems

Objective B3: Data Integration – Baseline 3%; Goal 50%
Focus: Integrating external data into internal structured EHR fields 
Increase the percentage of PHCs that consolidate clinical data with data from multiple clinical and 
non-clinical sources across the health care continuum to optimize care coordination and workflows



HCCN 2019 – 2022 Goals and Objectives

Goal C:  Use of Data to Enhance Value
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Objective C1: Data Analysis - Baseline 48%; Goal 75% 
Focus: Using data to inform value-based care activities
Increase the percentage of PHCs that improve capacity for data standardization, management, and 
analysis to support value-based care activities

Objective C2: Social Risk Factor Intervention – Baseline 6%; Goal 25% 
Focus:  SDOH Impact on Care Planning
Increase the percentage of PHCs that use both aggregate and patient-level data on social risk factors 
to support coordinated, effective interventions

Objective C3: Telehealth Utilization – Baseline 29%; Goal 50% 
Focus: Increasing Care Opportunities via Telehealth
Increase the percentage of PHCs that have increased the volume of patients utilizing telehealth




